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Abstract 
The attractors in many fractional-order chaotic systems have more complex dynamics than their integer-order systems. 
Consequently, there is a recent trend of exploring fractional chaotic systems for the design of image cryptosystems. The 
fractional derivative orders can act as part of secret key. Recently, an image encryption algorithm is suggested based on 
synchronized fractional-order chaotic systems. In this paper, a security appraisal is actioned to evince that the encryption 
algorithm is completely breakable under chosen-plaintext attack, has no mandatory plaintext sensitivity, and unsafe. Moreover, 
an enhanced version of encryption scheme is accounted to improve its attack defensibleness, plaintext sensitivity and inherent 
encryption strength. Experimental analyses are exercised and statistical results are catered to manifest the improved performance. 
The anticipated enhanced version has high security, consistency and practicability for encryption of digital images. 
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1. Introduction 
The phenomena of synchronization of two chaotic dynamical systems have potential applications particularly in 
secure communication. Accordingly, numerous encryption algorithms have been reported, in the literature, which are 
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principally based on chaos synchronization and operated in a master-slave configuration set-up. As of late, the 
exploration of dynamics and synchronization of fractional-order chaotic systems have attracted the attention of 
researchers worldwide to design more committed methods for chaos-based secure communication. Factually, it has 
been contemplated that fractional-order chaotic systems exhibit higher nonlinearity, more degrees of freedom, more 
complex varying power spectrum, and more complex dynamics than their integer-order systems due to fractional 
derivative orders [1, 2]. The fractional-order chaotic system based cryptosystems has an additional merit that the 
portrait of fractional-order chaotic system can be disguised by making fractional derivative-orders as part of secret 
key [3]. Inspired by these facts and ratiocinations, Xu et al. [4] recently presented an image encryption algorithm by 
establishing synchronization between two fractional-order chaotic systems. The Laplace transformation based 
synchronization is realized using Pecora-Carroll control method with a solemn aspire to design an image 
cryptosystem for security applications. The credibility of a cryptosystem lies in obscuring the secret information in 
such a way that can defend diligently against possible cryptographic assaults trialed by the attacker. Unfortunately, 
the underlying designs of many image cryptosystems abide by security flaws which cause them temptable to 
cryptographic attacks. As a result, they have been successfully broken by cryptanalysts under various attacks and 
found completely unsafe for security applications [5-13]. Breaking a cryptosystem deals with mathematical methods 
practiced to find weaknesses, if any, in the system and to recover secret key or plaintext in lesser time or storage than 
the brute-force attack. In Ref. [4], the sender side employed a 3D Lorenz-like fractional-order chaotic system to 
execute encryption process on synchronized system. The cryptosystem possesses effective statistical features of 
more or less flat histograms, high information entropy, low cross-correlation among adjacent image pixels, high key-
sensitivity, and large key space. 
In this work, we investigate the security of image encryption algorithm presented in Ref. [4] from cryptanalytic 
point of view. The probe finds inherent security flaws in encryption procedure which make it breakable under 
proposed chosen-plaintext attack. An enhanced scheme of encryption algorithm under study is put forward to 
strengthen the security and robustness for practical cryptographic applications. The structure of the rest of the paper 
is maintained as follows: The review of image encryption algorithm under consideration is provided in Section 2. 
The security defects, successful break and enhanced method of Xu et al. encryption algorithm is discussed in 
Section 3. The simulation analysis of enhanced version is demonstrated in the next Section. The conclusions of the 
work are drawn in Section 5. 
2. Review of Original Encryption Algorithm 
The image cryptosystem reported in Ref. [4] is based on synchronization of fractional-order Lorenz-like chaotic 
systems in drive-response configuration via Pecora and Carroll (PC) control method. The fractional-order chaotic 
system used in algorithm is as follows [14]: 
 
223
2
1
kyhxczzD
lxzbxyD
yxaxD
++−=
−=
−=
α
α
α 
     (1) 
Where, Į1, Į2, Į3 are fractional derivative orders, x, y, z are state variables, and a, b, c, l, h, k are system 
parameters. The system (1) shows chaotic behaviour for Į1=0.97, Į2=0.98, Į3=0.99, a=10, b=40, c=2.5, l=1, h=2, 
k=2. The fractional-order derivative is solved using the well known Caputo fractional derivative method defined as 
[15]: 
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In Ref. [4] scheme, the authors set up a Pecora-Carroll drive-response configuration which constitutes a drive 
system and response system. The drive system comprises a fractional order Lorenz-like system with (x, y, z) 
variables denoted by subscript m (for master) to acts as master system. Where as, the response system given by the 
subspace containing (y, z) variables and acts as slave system which is driven by the master system in established PC 
configuration. The chaotic signal xm is delegated to drive the response system. The drive (master) system is defined 
by eqn (3). 
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Where as, the response or the slave system is governed by eqn (4) 
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Firstly, the synchronization between the systems (3) and (4) is realized using Laplace transformation theory 
before commencing an error-free encryption or decryption process at sender or receiver sides. It has been 
demonstrated that the error vectors (e1 = ys–ym, e2 = zs–zm) converge to zero and a complete synchronization is 
achieved after a short initial synchronization time of about five seconds. The readers are advised to go through the 
Ref. [4] for detailed description of synchronization. In this work, we are primarily concerned about the encryption-
decryption process suggested in Ref. [4] and its security evaluation for protecting images. The image cryptosystem 
build on synchronized drive and response systems comprises the following algorithmic steps. 
 
A.1. Read the plain-image PM×N and convert it to 1D array of gray-values P = {p1, p2, ……, pMN} 
A.2. Initialize all fractional derivative orders, system variables and parameters. 
A.3. Simulate the fractional-order system (3) and (4) to achieve complete synchronization. 
A.4. Continuously iterate system (3) for MN times and capture chaotic sequence Z = {z1, z2, ……., zMN} 
A.5. Preprocess the sequence Z to obtain secret codes D = {d1, d2, ……., dMN} 
  di = round(mod((abs(zi – floor(abs(zi)))×105, 256));   di ∈[0, 255];   i = 1, 2, ……, MN 
A.6. Encode the pixel of plain-image pi using code di as 
  ci = Bin2Dec(Dec2Bin(pi)⊕ Dec2Bin(di)) 
A.7. Convert 1D array C = {c1, c2, ……, cMN} to get 2D gray matrix of encrypted image C. 
 
The decryption process progresses in similar way as the encryption, except that the chaotic sequence Z is 
obtained from synchronized fractional-order system defined in eqn (4) with same set of system parameters, variables 
and derivative-orders initial values. The block diagram of Xu et al. image encryption-decryption processes in drive-
response configuration is portrayed in Figure 1. 
3. Our Contributions 
Our main contributions include the following: 
 
1. The inherent security defects in Xu et al. image cryptosystem are exposed including its poor plain-image 
sensitivity. 
2. The successful break of Xu et al. image cryptosystem is achieved by launching proposed chosen-plaintext 
attack. 
3. An enhanced method is proposed to improve its security and robustness performance. 
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Fig. 1. Schematic diagram of Xu et al. image encryption-decryption processes 
3.1. Security defects 
A heedful security appraisal of Xu et al. encryption process indicates that if, anyhow, the attacker knows the 
generated codes di, he/she can recover the plain-image from the received encrypted image. The generated codes di 
act as the equivalent keys of encryption-decryption process. Thus, instead of trying to know the actual initial values 
of secret key components, an attacker may excogitate a plan to deduce the codes. This can be actualised by tapping 
the following inherent security defects of encryption algorithm under security probe. 
 
1. The actual codes used to encrypt the plain-image always remain unchanged when different plain-images are 
encrypted. The generation of codes di is independent to the pending plain-image information. 
2. The key space of cryptosystem is low as the initial values of fractional chaotic systems variables are not 
made part of secret key. 
3. The algorithm has high key sensitivity. However, it has lack of, or practically no, plain-image sensitivity. 
Meaning that an infinitesimal change in plain-image is totally unresponsive and causes no drastic change in 
the encrypted content from security point of view. The unresponsiveness of Xu et al. encryption process to 
minute alteration in plain-image is exemplified in Figure 2. Images P1 and P2 have only one pixel difference 
and C1 and C2 are encrypted images of P1 and P2 respectively using Xu et al. encryption process, J is the 
difference image between  C1 and C2 and obtained as C1 ⊕ C2. 
3.2. Cryptanalysis 
In [16], Auguste Kerckhoffs stated an axiom which goes as "A cryptographic system should be secure even if 
everything about the system, except the key, is public knowledge". Means, everything about encryption system 
including its implementation is public except the secret key which is private. The sole aim of cryptanalysis is to 
recover secret key or plaintext message. Thus, recovering the plain-image is as good as recovering the secret key. 
The four classical attacks in cryptanalysis are: 
 
1. Ciphertext-only attack: the attacker only has access to some ciphertext images that can be utilized to recover 
the plaintext image. 
2. Known-plaintext attack: the attacker can obtain some plaintext images and corresponding ciphertext images 
to reveal the plaintext image. 
3. Chosen-plaintext attack: the attacker can have temporary access to encryption machine and choose some 
specially designed plaintext images to generate corresponding ciphertext images. 
4. Chosen-ciphertext attack:  the attacker can have temporary access to the decryption machine and choose 
some specially designed ciphertext images to obtain the corresponding plaintext images. 
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(a) P1              (b) P2               (c) J =C1 ⊕ C2 
Fig. 2. Depiction of poor plain-image sensitivity of Xu et al. image cryptosystem 
The analytical information obtained so far is more than sufficient to reveal the plain-image without owning secret 
key. Assume that the attacker has gained temporary access to encryption machine and encrypted image C which is 
to be cryptanalyzed. Let P be the plain-image whose encrypted image is C. The chosen-plaintext (CPA) attack needs 
specially designed image to reveal decimal codes. To serve the purpose, a zero image Q (of same size as C) having 
all pixels with zero gray values is designed. Let the chosen zero image is Q = {q1,1 , q1,2 , ……, q1,N , q2,1 , q2,2 , 
……, q2,N , ……., qM,N-1 , qM,N} i.e. the gray-value of pixel at (i, j) is qi,j = 0 for all i = 1 ~ M, j = 1 ~ N. Now, 
encrypting chosen plain-image Q using Xu et al. encryption machine gives the encrypted image, denote this 
encrypted image as D, which is nothing but the matrix of actual decimal codes di,j (for i = 1 ~ M, j = 1 ~ N) used to 
encrypt the pixel pi,j of any plain-image including the image whose encrypted image C. Since, the Bitwise-XOR 
operation is used in step A.6 of Xu et al. encryption algorithm to encode the pixel pi,j using decimal code di,j. We 
have, at our disposal, the decimal code matrix D and encrypted image C, hence the plain-image corresponding to C 
can be revealed by performing the Bitwise-XOR operation between the encrypted pixel ci,j and decimal code di,j to 
get the plain-image pixel pi,j. The presented chosen-plaintext attack is simulated for Barbara image, which was 
encrypted with Xu et al. algorithm, and depicted in Figure 3. 
                         
     (a)                            (b)                       (c)                          (d) 
Fig. 3. Simulation of chosen-plaintext attack: (a) chosen-zero plain-image Q, (b) encrypted image of Q i.e. decimal code matrix D (c) received 
encrypted image C, (d) recovered plain-image P 
3.3. Enhanced Algorithm 
The architecture of Xu et al. encryption-decryption processes is modified to improve the overall security of the 
cryptosystem. The improved encryption process includes two phases namely: pixel shuffling phase and pixel 
encoding phase to bring in the obligatory properties of confusion and diffusion as recommended by Claude Shannon 
[17]. The enhancements are proposed to create pending plain-image information dependency in pixel shuffling and 
pixel encoding phases so that an entirely different sets of permutation sequence (for pixel shuffling) and decimal 
codes (for pixel encoding) get generated whenever a different plain-image is processed and encrypted. In shuffling 
phase, it is achieved by making extraction of permutation vectors T1 and T2 as function of sum of all pixels gray 
value of plain-image sum_p. In encoding phase, the parameter h, circ-shift( ) operation and encoding in CBC mode 
of operation are incorporated to create the plain-image dependency and sensitivity.  The circ-shift(x, y) circularly 
shift the bits of x by y positions. The steps of the proposed enhanced Xu et al. encryption process are as follows: 
 
Require :  A plain-image P and initial values of system variables, parameters and derivative-orders. 
Return :  An encrypted image C. 
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E.1. Read plain-image PM×N  and calculate sum_p = sum of all pixels gray values of image P. 
E.2. Initialize all fractional derivative orders, system variables and parameters. 
E.3. Simulate the fractional-order system (3) and (4) to achieve complete synchronization. 
E.4. Continuously iterate system (3) for MN times and capture chaotic sequence Z = {z1, z2, ……., zMN} 
E.5. Set i = 1 and T1 = { } 
E.6. Compute ti until length(T1) < M as 
 ti = mod(floor(zi×sum_p), M)) + 1 
 IF ti ∉T1 THEN add ti in T1 vector 
 increment i 
E.7. Set j = MN and T2 = { } 
E.8. Compute tj until length(T2) < N as 
 tj = mod(floor(zj×sum_p), N)) + 1  
 IF tj ∉T2 THEN add tj in T2 vector 
 decrement j 
E.9. Scramble plain-image P using random permutation vectors T1 and T2 as 
 S(T1(i), T2(j)) = P(i,  j) for i = 1, 2, ……, M; j = 1, 2, ……, N. 
E.10. Convert scrambled image S to 1D array of gray-values S = {s1, s2, ……, sMN} 
E.11. Take c0 and h = 0. 
E.12. Encrypt pixel si for i = 1, 2, ……, MN, j = MN - i + 1 as: 
 k1 = mod(floor(zi×1015), 256) 
 k2 = mod(floor(zj×717), 256) 
 k3 = mod(floor(zi×331), 256) 
 di = mod(si ⊕ k1 + h, 256)⊕ k2 ⊕ ci-1 
 u = k1 ⊕ k2 ; q = mod(u + h, 256) 
 ei = circ-shift(di, mod(q, 8)) 
 ci = ei ⊕ k3 ; h = h + ci  
E.13. Convert 1D array C = {c1, c2, ……, cMN} to get 2D gray matrix of encrypted image C. 
 
The above encryption process is followed in reverse order at receiver side to decrypt the image. However, the 
sequence Z needs to be generated from synchronized slave-system (4). 
4. Simulation Results 
In this section, we simulate the enhanced algorithm for same standard test Lena image with same size as taken by 
Xu et al. in [4] which is shown in Figure 4(a)-4(b) with its histogram. The encrypted Lena image obtained using 
enhanced algorithm is depicted in Figure 4(c)-4(d). The visual analysis of encrypted content reveals that the image 
has noise-like disorderness, distortion and almost uniform pixels distribution. However, we need to perform the 
statistical analyses to quantify the inherent encryption strength of enhanced algorithm. The standard parameters used 
to gauge an image cryptosystems are: information entropy, plain-image sensitivity, correlation coefficient among 
adjacent pixels, etc.  
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      (a)         (b)         (c)         (d) 
Fig. 4. Simulation results: (a) Lena image of size 128×128, (b) histogram of image in (a), (c) encrypted image using enhanced algorithm, (d) 
histogram of image in (c) 
The information entropy of a message source quantifies the information contained in it. It also estimates amount 
of uncertainty and randomness in the message. A perfect noise-image encoded in 8-bits has equally likely 
distribution of its gray values and has ideal entropy of 8. The entropy scores of images under consideration are 
provided in Table 1. The entropy scores of encrypted images by proposed method is quite high and comparable to 
the score obtained by Xu el al. algorithm. 
The net pixels change rate (NPCR) and unified average changing intensity (UACI) are used to quantify the plain-
image sensitivity i.e. they measure the effect of changing one pixel in plain-image on the content of output 
encrypted image. Higher scores of NPCR/UACI show better resistance of cryptosystem against differential attacks. 
Consider two encrypted images, C1 and C2, whose corresponding plain-images have only one-pixel difference. An 
array D(i, j) is maintained using C1 and C2 as D(i, j) = 1 if C1(i, j)  C2(i, j), otherwise D(i, j) = 0. The expected 
scores of NPCR and UACI for perfect random images are 1 2-8 = 96.609% and 33.333%, respectively. Their 
governing equations are provided in equation (5). The NPCR and UACI scores for pair of encrypted images by the 
two algorithms are listed in Table 1. The comparisons portray an upright performance of enhanced algorithm. 
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In multimedia contents, the adjacent pixels are highly correlated to each other. The analyses on huge number of 
multimedia images shows on an average, 8 to 16 adjacent pixels are correlated. An efficient image cryptosystem 
must be able to diminish this correlation among adjacent pixels. To quantify the encryption effect in terms of 
correlation, adjacent correlation coefficient is quantified. The scores of correlation coefficients for randomly chosen 
5000 adjacent pixels of encrypted images of Lena by two algorithms are also provided in Table 1. The obtained 
scores tell that the adjacent pixels of encrypted image by enhanced algorithm are betterly uncorrelated to each other 
as the score is closer to 0. It has been tested and illustrated that enhanced algorithm has the ability to thwart the 
proposed chosen-plaintext attack launched in section 3.2. 
Table 1. Performance comparison of two encryption algorithms 
Parameter Xu et al. [4] Enhanced 
Entropy 7.9896 7.989576 
NPCR 0.0061 99.597 
UACI 0.0023 33.718 
Correlation horizontal 0.011899 0.009425 
Correlation vertical 0.018062 0.003536 
Correlation diagonal 0.036784 0.003685 
Anti CPA attack No Yes 
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4. Conclusion 
In this paper, a recently suggested image cryptosystem using fractional-order chaotic systems by Xu et al. is 
scrutinized for security applications. It has been highlighted that the cryptosystem has certain security defects, which 
are explored to break the encryption algorithm successfully under proposed chosen-plaintext attack. It has been 
shown and simulated that plain-image can be recovered without knowing the secret key. Meaning, the Xu et al. 
cryptosystem does not provide ample security for practical applications in secure communications. In addition, an 
enhanced algorithm is suggested by making necessary amendments in architecture to make whole encryption-
decryption process secret key and plain-image information dependent, so as to thwart the brute-force and other types 
of cryptographic attacks. The experimental analysis is exercised to account the encryption strength of enhanced 
algorithm. The simulation results justify the improved performance and suitability of proposed enhanced algorithm 
to realize robust and strong secure communication. 
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